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Introduction

« Audience—the following apply to you:
« NCCS user with Windows workstation

« Need to transfer multiple files between NCCS hosts and your
Windows workstation/notebook

» Tired of using the token/PASSCODE every time you open a
connection

« Topics
* Show you how to use the NCCS Login Bastion in proxy mode

— Use your login credentials once
— Transfer arbitrary number of files
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Introduction

« The method

« Use WinSCP in proxy mode
» Show you every step in great detail

* You can follow along
« Have laptop
 Can connect to a Goddard wireless network

« Have valid NCCS password and login
— (for Discover, Dali, or/and Dirac)

« Have your NASA SecurlD token

« For WinSCP proxy transfers you have:
« **authorization to use the NCCS Bastion Proxy Service**
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What do | need for proxy mode and WinSCP?

: Y.

Access to desired NCCS host(s) CH —
 RSA SecurlD token |
« LDAP user id/password

Authorization to use the NCCS Bastion Proxy Service
« Additional privilege not automatically granted
» Contact User Services 301.286.9120 or
support@nccs.nasa.gov

WinSCP

« Windows GUI secure file transfer utility

PUutTTyY

* has plink.exe, WinSCP needs it
» ssh replacement for windows
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Install WinSCP and PuUTTY

e Install winscp >
http://winscp.net/download/winscp438.zip

http://sourceforge.net/projects/winscp/files/WinSCP/
4.3.8/winscp438setup.exe/download

* Install PuTTY (get the Windows installer!)

http://www.chiark.greenend.org.uk/~sgtatham/putty/
download.html

http://the.earth.li/~sgtatham/putty/latest/x86/
putty-0.62-installer.exe
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Install WinSCP

& WinSCP :: Download

€& > C © winscp.net/eng/download.php

WInSCP

Free SFTP, SCP and FTP client for Windows

Downloading WinSCP
WinSCP 4.3.9

Portable executables (2.6 MiB; 765 downloads to date)
Source code (4.5 MiB; 32 downloads to date)
[Release Notes, Checksums] [What's New] [Release Notifications]




Install PUuTTY

' A\ WinSCP :: Download X /l £# PuTTY Download Page ‘ _

&« C © www.chiark.greenend.org.uk/~sgtatham/putty/download.htm
PuTTY Download Page

For Windows on Intel x86
PuTTY: putty exe (or by FTP) (RSA sig) (DSA sig)
PuTTYtel: puttvtel exe (or by FTP) (RSA sig) (DSA sig)
PSCP: pscp.exe (or by FTP) (RSA sig) (DSA sig)
PSETP: psftp.exe (or by FTP) (RSA sig) (DSA sig)
Plink: plink exe (or by FTP) (RSA sig) (DSA sig)
Pageant: pageant exe (or by FTP) (RSA sig) (DSA sig)
PuTTYgen: puttygen exe (or by FTP) (RSA sig) (DSA sig)
A ZIP file containing all the binaries (except PuTTYtel), and also the help files
Zip file: putty.zip (or by FTP) (RSA sig) (DSA sig)
A Windows installer for everything except PuTTYtel

Installer: putty-0.62-mstaller exe (or by FTP) (RSA sig) (DSA sig)

. 7/26/2012 NASA Center for Climate Simulation
’ \ £y ] ',vl' '



WinSCP installation notes

* Choose typical instead of custom

« Commander interface (explorer interface)
» Left pane: directory on your computer
» Right pane: directory on the (remote) host
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Commander interface

& SQL Server Management Studio - gfekete@discover.nccs.nasa.gov - WinSCP == @
Local Mark Files Commands Session Options Remote Help
& P B WL B Default @
‘| My documents -5 e - o src & e - 3 @ A 2] | e
C:\Users\gfeketehDocumentsh\SQOL Server Management Studio /apfsm/dhome/gfekete/3. 2/sic
Name Ext Size Type Changed /|| Name Ext Size Changed Rights (
Parent directory  5/18/2012 ... B. 10/6/2011 3:15:...  rwxr-xr-x ¢
Code Snippets File folder 4/10/2012 ... BlackScholes 10/6/2011 3:15:...  rwxr-xr-x C
Settings File folder 4/10/2012 ... cuda_examples 10/6/2011 3:15:...  rwxr-xr-x c
. Templates File folder 4/10/2012 ... deviceQuery 10/6/2011 3:15:...  rwxr-xr-x ¢
ffort 10/6/2011 3:15:...  rwxr-xr-x C
matrixMul 10/6/2011 3:15:...  rwxr-xr-x c
matrixMul_A 10/6/2011 3:15:...  rwxr-xr-x ¢
mergeSort 10/6/2011 3:15:...  rwxr-xr-x C
mpi-gpu 10/6/2011 3:15:...  rwxr-xr-x c
myapplication 10/6/2011 3:15:...  rwxr-xr-x ¢
nbody 10/6/2011 3:15:...  rwxr-xr-x C
particles 10/6/2011 3:15:...  rwxr-xr-x c
reduction 10/6/2011 3:15:...  rwxr-xr-x ¢
reductionPI 10/6/2011 3:15:...  rwxr-xr-x C
tut_mpi 10/6/2011 3:15:...  rwxr-xr-x c
|8 cuda_examples.tar 122,880 10/6/2011 3:15:... rw------- [o
< m » < L »
0Bof 0Bin0of 3 0Bof 120KiBin 0of 15
5§ F7 Create Directory K1 F10 Quit
8  SFTP3 0:03:06
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How can | tell if | have authorization?

run the following command on any system in NCCS

$ ldapsearch -x uid=your userid

authorizedService: login-dali
authorizedService: login-dirac
authorizedService: login-discover

Look for
authorizedService in
the long list returned by
|dapsearch
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Configure WinSCP

 Checklist
 WinSCP installed
e PuTTY installed

e Start WinSCP

« Configure session pane
— user name

or any host in
NCCS

— hostname, e.g. discover.nccs.nasa.gov

« Configure proxy pane
— user name (yes, again!)

the one
bastion

— proxy host name: login.nccs.nasa.gov host
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WinSCP Session panel

WinSCP Login 2|3

Session

Stored sessions —Hostname: Port number:

+ Logging discover.nccs.nasa.gov 23
Environment

- Directories —tHsername Password:

.. SFTP - ~

----- SCP/Shell ket
Cpnr;ection Private key file:

..... roxb’

----- Tunnel C]
SSH

- Key exchange Protocol

- Authentication File protocol: SCP fallback

Select color

’ ‘ Languages ’ Login [ Save... ’ ‘ Close ’
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WinSCP Proxy panel

WinSCP Login

Session Proxy _
Stored sessions Proxy type: Local v | DI.S.’:lb|ed

T Do = Now what?
- Directories proxy 30

. SCP/Shell

Connection
 Proxy
-~ Tunnel Proxy settings

SSH Local proxy command:
- Key exchange Bowse..|
- Authentication

Preferences || Consider proxying local host connections

Do DNS name lookup at proxy end: ‘ Auto o ’

V| Advanced options

About... ’ ‘Languages‘ [ Login | ‘ Save... ’ ‘ Close ,
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WinSCP Proxy panel

Don't panic!
Fill out local

proxy command

first

WinSCP Login -2 | (3]
Session Proxy
- Stored sessions Praxy type: ‘ Laoal - ’
Environment Proxy host name:
. Directories login.nccs nasa.gov| 80 =
SFTP User name: Password:
.. SCP/Shell et
Connection Gfekete
.. Tunnel Proxy settings
SSH Local proxy command:
Key exchange "C:\\Program Files\\PuT TY\\plink exe" pM
- Authentication - ’
: pattems
..... Bugs
Preferences || Consider proxying local host connections
Do DNS name lookup at proxy end: ‘ Yes X ’
Advanced options
‘ About... ’ ‘ Languages } [ Login ‘ Save... ’ ‘ Close
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WinSCP proxy command

Proxy settings
Local proxy command:
"C:\\Program Files\\PuTTY\\plink exe" pw Browse...
pattems

"C:\\Program Files\\PuTTY\\plink.exe" —pw %pass —1 %user $%proxyhost direct %host

symbol meaning

%pass password from panel

%user user name from panel
%proxyhost you guessed it!

%host hostname from session panel
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WinSCP proxy command

Proxy

o e = ...as you type the proxy command

m— a disabled field is enabled as
soon as you type the appropriate
%symbol

 %proxyhost P:° x:y e — .

Proxy host name:

p
0/ :
ouser 3 .
\ ]\uﬁer rame: EaSSlNord:

[ 96pass }:::::::::::::::::::::::;;;;,———
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WinSCP proxy command: find plink.exe

WinSCP Login | ® || &
Session Proxy
- Stored sessions Proxy type: Local -
- Logging .
Environme t Proxy host name:
- Directories proxy 80
SFTP User name: Password:
‘... SCP/Shell
Cpnnection
Proxy
o Tunnel Proxy settings
SSH Local proxy command:
Key exchange " pw “pass 4 “user “proxyhost direct “ho
- Authentication
f pattems
----- Bugs
Preferences || Consider proxying local host connections
Do DNS name lookup at proxy end:
Advanced options
‘ About... ’ [ Languages ’ Login ‘ Save... ] ‘ Close ’
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WinSCP navigate to find plink

* Browse...

* Will probably direct you to WinSCP's folder which also has a
folder named PuTTY

* You want the other PUTTY folder that came with PuTTY that
was installed separately from WinSCP

* Most likely in C:\Program Files\PuTTY
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7 ~

& Select local proxy application @

Lookin: |, WinSCP - @ > E
= Name : Date modified Type
e uTTY 7/24/201210:41 PM  File folder

/24/201210:38 PM  Applicatic
/24/2012 7:30 PM Applicatic

Recent Places ﬂ%‘un'

Not this one

Libraries

A

Ce™ g

Computer

@

Network

File name: v

’
Flesoftype: | Executable fles (" exe) v
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7~

Recent Places

Desktop

=l
Libraries
Computer

TV

Network

Look in:

& Select local proxy application

Yoo Fis .

é ? % v

(=]

Name Date modified Type “
. Microsoft Visual Studio 10.0 /21/201212:58 AM  File fol
. Microsoft Web Designer T File fol
. Microsoft.NET . File fol
. MSBuild This one! File fol
. MSECache Y File fol
. Parallels /3/2012 10:18 PM File fol
 PuTTY /24/201210:46 PM  File fol
. Reference Assemblies 7/14/200912:52 AM  Filefol|=
. System.Data.SQLite 5/19/201212:43 AM  File fol
Uninstall Information 7/14/200912:53 AM  Filefol
. Windows Defender 4/7/2012 3:25 AM File fol
. Windows Journal 5/19/2012 1:29 AM File fol
. Windows Live /5/2012 10:29 PM File fol ™
< 7] P
File name: v Open
Files of type: Executable files (*.exe) i Cancel
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& Select local proxy application @
Lookin: |, PuTTY - & T i @
\ez Name i Date modified Type
o @ pageant.exe 12/10/201111:35...  Applicatic
Recent Places | ik exe 12/10/201111:35...  Applicatic
! @ pscp.exe 12/10/201111:35...  Applicatic
EP psftp.exe 12/10/201111:35 ...  Applicatic
Desktop EP putty.exe 12/10/201111:35...  Applicatic
- quttygen.exe 12/10/201111:35...  Applicatic
=) @ unins000.exe 7/24/201210:46 PM  Applicatic
Libraries
Computer
o
€
< 1} »
Network
File name: plink exe v Open
Files of type: Executable files (*.exe) v ’
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WinSCP Proxy panel configuration

WinSCP Login [ 2 |3
Session Proxy
- Stored sessions Proxy type: e v]
- Logging Prosey host _
Environment roXy Nost name-
. Directories login.nccs .nasa.gov 80
SFTP User name: Password:
“.. SCP/Shell et
Connection Gfckete
. Tunnel Proxy settings
SSH Local proxy command:
Key exchange "C:\\Program Files\\PuTTY\\plink exe" pw % Browse... ’
- Authentication
: pattems
..... Bugs
Preferences "] Consider proxying local host connections
Do DNS name lookup at proxy end:
V| Advanced options
‘ About... ’ ‘ Languages ’ l Login J ‘ Save... ’ ‘ Close

" 7/26/2012

\

NASA Center

9 R

for Climate Simulation

DO NOT
enter any
password!

Not yet....



WinSCP configuration

* Do | have to do all this every time?
* No
Save your session
Default name for your session is userid@hostname
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Save your WinSCP configuration (aka "session”)

WinSCP Login | % [ =]
Session Proxy
- Stored sessions Proxy type: T - ’
- Logging .
Environment Proxy host name:
... Directories login.nccs nasa.gov g L2
-~ SFTP Save session as [ 7 |3
~.. SCP/Shell
Conneclion Save session as:
- Proxy qfekete @discover nccs.nasa.gov v
... Tunnel _ A
SSH Save password (not recommended)
-~ Key exchan Browse...
 Atherticat OK | Cancel | | Hep |
Preferences || Consider proxying local host connections
Do DNS name lookup at proxy end: [Yes v ’
Advanced options
[ About... ’ ‘ Languages } 1 Login @ Close }
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Connect to host

« Navigate to 'Stored sessions’ panel

« Select your saved session
* Do not double-click! (that would start the login process)

« Click 'Edit’
« Navigate to ‘Proxy’ panel

« Enter you PASSCODE in the Password field
. PIN+6digits

« Click Login’
« Be ready to provide your LDAP password
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WinSCP displays NASA login banner

Authentication Banner - gfekete@discover.nccs.nasa.gov @
This U.S. Govemment resource is for authorized users only. By -
accessing
this system you are consenting to complete monitoring with no
expectation

of privacy. Unauthorized access or use may subject you to disciplinary
action and criminal prosecution.

f———y
"] Never show this banner again < Continue > Help
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Possible one-time event (first use)

' Warning @

The server's host key was not found in the cache. You have no guarantee that the server is the computer you think it is.

The server's rsa2 key fingerprint is:
ssh+sa 1024 05:85:dd:d2f7:b8b7:38:1411:92: %:24:54:05:4c

Iif you trust this host, press Yes. To connect without adding host key to the cache, press No. To abandon the connection press Cancel.

Continue connecting and add host key to the cache?

——
Yes No || Cancel || Copykey || Hebp

—
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Possible one-time failures

4 ™

gfekete@discover.nccs.nasa.gov <3

Searching for host...
Connecting to host...

Server unexpectedly closed network connection

Login with PuTTY first J
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PuTTY Configuration R <=
Category:
=~ Session Basic options for your PuTTY session
L.ogglng Specify the destination you want to connect to
- Temminal Host Name (or IP add :
. Keyboard ost Name (or IP address) ort
. Bell login.nccs nasa.gov| 22
: . Features Connection type:
— . Window Raw ) Telnet Rlogin @ SSH Sernal
Appearance Load, save or delete a stored session
.- Behaviour
.. Translation Saved Sessions
Selection
.~ Colours Defautt Settings Load
=J- Connection
- Data Save
Proxy J—
Telnet Delete
- Rlogin
+- SSH
""" Ses Close window on exit:
) Always ' Never @ Only on clean exit
About ’ ‘ Help ] Open ] ‘ Cancel
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PuTTY Security Alert @

The server's host key is not cached in the registry. You
! % have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1024 f1:12:60:c2:90:50:9:5a:18:5b:54:0:4f:25:6b:60

If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the

connection.

(E Yes j} No Cancel J 1 Help
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Successful WinSCP connection

~

B\ sQL Server Management Studio - gfekete@discover.nccs.nasa.gov - WinSCP E]@
Local Mark Files Commands Session Options Remote Help
o B oo 2 8% Default - %~
| My documents @ e a [ | s | SrC @ e - ot @ |t
C:\Usershafekete\Documents\SOL Server Management Studio /apfsm/dhome/gfekete/3.2/sic
Ext Size Type Changed | Name Ext Size Changed Rights C
Parent directory  5/18/2012 ... . 10/6/2011 3:15:...  rwxr-xr-x c
. Code Snippets File folder 4/10/2012 ... J BlackScholes 10/6/2011 3:15:...  rwxr-xr-x c
) Settings File folder 4/10/2012 ... , cuda_examples 10/6/2011 3:15:...  rwxr-xr-x c
. Templates File folder 4/10/2012 ... , deviceQuery 10/6/2011 3:15:...  rwxr-xr-x c
, ffort 10/6/2011 3:15:...  rwxr-xr-x c
J matrixMul 10/6/2011 3:15:...  rwxr-xr-x c
10/6/2011 3:15:...  rwxr-xr-x c
10/6/2011 3:15:...  rwxr-xr-x c
10/6/2011 3:15:...  rwxr-xr-x c
10/6/2011 3:15:...  rwxr-xr-x c
10/6/2011 3:15:...  rwxr-xr-x 4
J particles 10/6/2011 3:15:...  rwxr-xr-x 4
, reduction 10/6/2011 3:15:...  rwxr-xr-x ¢
: uctionPI 10/6/2011 3:15:...  rwxr-xr-x 4
i 10/6/2011 3:15:...  rwxr-xr-x ¢
122,880 10/6/2011 3:15:... rw------- ¢
< i » < | n »
0Bof 0BinDof 3 0Bof 120KiBin 0of 15
: (3¢ F7 Create Directory L. F10 Quit
=) SFTP-3 0:03:06
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