
Secure file transfer between Discover 
and your Windows workstation 

another one of many lunchtime talks... 

György (George) Fekete 

NCCS!
lunchtime series! July 26, 2012 !



NASA Center for Climate Simulation!

Introduction   

•  Audience—the following apply to you: 
•  NCCS user with Windows workstation 
•  Need to transfer multiple files between NCCS hosts and your 

Windows workstation/notebook 
•  Tired of using the token/PASSCODE every time you open a 

connection 

•  Topics 
•  Show you how to use the NCCS Login Bastion in proxy mode 

–  Use your login credentials once 
–  Transfer arbitrary number of files 
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NASA Center for Climate Simulation!

Introduction   

•  The method 
•  Use WinSCP in proxy mode 
•  Show you every step in great detail 

•  You can follow along 
•  Have laptop 
•  Can connect to a Goddard wireless network 
•  Have valid NCCS password and login 

–  (for Discover, Dali, or/and Dirac)  

•  Have your NASA SecurID token 

•  For WinSCP proxy transfers you have: 
•  **authorization to use the NCCS Bastion Proxy Service** 
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NASA Center for Climate Simulation!

What do I need for proxy mode and WinSCP? 

•  Access to desired NCCS host(s) 
•  RSA SecurID token 
•  LDAP user id/password 

•  Authorization to use the NCCS Bastion Proxy Service 
•  Additional privilege not automatically granted 
•  Contact User Services 301.286.9120 or 
support@nccs.nasa.gov!

•  WinSCP 
•  Windows GUI secure file transfer utility 

•  PuTTY 
•  has plink.exe, WinSCP needs it 
•  ssh replacement for windows 
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NASA Center for Climate Simulation!

Install WinSCP and PuTTY 

•  Install WinSCP!
http://winscp.net/download/winscp438.zip!
http://sourceforge.net/projects/winscp/files/WinSCP/

4.3.8/winscp438setup.exe/download!

•  Install PuTTY (get the Windows installer!) 
http://www.chiark.greenend.org.uk/~sgtatham/putty/

download.html!
http://the.earth.li/~sgtatham/putty/latest/x86/

putty-0.62-installer.exe!
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4.3.9 
released 
July 24, 

2012 



NASA Center for Climate Simulation!

Install WinSCP 
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NASA Center for Climate Simulation!

Install PuTTY 
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NASA Center for Climate Simulation!

WinSCP installation notes 

•  Choose typical instead of custom 
•  Commander interface (explorer interface) 

•  Left pane: directory on your computer 
•  Right pane: directory on the (remote) host 
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NASA Center for Climate Simulation!

Commander interface 
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NASA Center for Climate Simulation!

How can I tell if I have authorization? 
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...!
authorizedService: login-dali!
authorizedService: login-dirac!
authorizedService: login-discover  
...!

Look for 
authorizedService in 

the long list returned by 
ldapsearch 

run the following command on any system in NCCS 



NASA Center for Climate Simulation!

Configure WinSCP 

•  Checklist 
•  WinSCP installed 
•  PuTTY installed 

•  Start WinSCP 
•  Configure session pane 

–  user name 
–  hostname, e.g. discover.nccs.nasa.gov!

•  Configure proxy pane 
–  user name (yes, again!) 
–  proxy host name: login.nccs.nasa.gov 
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or any host in 
NCCS 

the one 
bastion 

host 
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WinSCP Session panel 
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NASA Center for Climate Simulation!

WinSCP Proxy panel 
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Disabled 
fields!  

Now what? 



NASA Center for Climate Simulation!

WinSCP Proxy panel 
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Don't panic! 
Fill out local 

proxy command 
first 



NASA Center for Climate Simulation!

WinSCP proxy command 
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"C:\\Program Files\\PuTTY\\plink.exe" –pw %pass –l %user %proxyhost direct %host !

symbol meaning 

%pass password from panel 

%user user name from panel 

%proxyhost  you guessed it! 

%host hostname from session panel 



NASA Center for Climate Simulation!

WinSCP proxy command 
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...as you type the proxy command 
a disabled field is enabled as  
soon as you type the appropriate 
%symbol 

%proxyhost 

%pass 

%user 



NASA Center for Climate Simulation!

WinSCP proxy command: find plink.exe 

7/26/2012 NASA Center for Climate Simulation! 17 



NASA Center for Climate Simulation!

WinSCP navigate to find plink   

•  Browse... 
•  Will probably direct you to WinSCP's folder which also has a 

folder named PuTTY 
•  You want the other PuTTY folder that came with PuTTY that 

was installed separately from WinSCP 
•  Most likely in C:\Program Files\PuTTY 
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NASA Center for Climate Simulation!

7/26/2012 NASA Center for Climate Simulation! 19 

Not this one 



NASA Center for Climate Simulation!
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This one! 



NASA Center for Climate Simulation!
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NASA Center for Climate Simulation!

WinSCP Proxy panel configuration 
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DO NOT 
enter any 
password! 

Not yet.... 



NASA Center for Climate Simulation!

WinSCP configuration 

•  Do I have to do all this every time? 
•  No 
•  Save your session 
•  Default name for your session is userid@hostname 
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NASA Center for Climate Simulation!

Save your WinSCP configuration (aka "session") 
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NASA Center for Climate Simulation!

Connect to host 

•  Navigate to 'Stored sessions' panel 
•  Select your saved session 

•  Do not double-click! (that would start the login process) 

•  Click 'Edit' 
•  Navigate to 'Proxy' panel 
•  Enter you PASSCODE in the Password field 

•  PIN+6digits 

•  Click 'Login' 
•  Be ready to provide your LDAP password 
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NASA Center for Climate Simulation!

WinSCP displays NASA login banner 
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NASA Center for Climate Simulation!

Possible one-time event (first use) 
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NASA Center for Climate Simulation!

Possible one-time failures 
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Server unexpectedly closed network connection 

Login with PuTTY first 



NASA Center for Climate Simulation!
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NASA Center for Climate Simulation!
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NASA Center for Climate Simulation!

Successful WinSCP connection 
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The End 


