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Introduction

* Intended audience—
* NCCS user with MS Windows
* Need to transfer (several) files between NCCS hosts and your

Windows machine
» Tired of using the token/PASSCODE and password every time

you open a connection
« Topics
» Show you how to use the NCCS Login Bastion in proxy mode

— Use your login credentials once
— Transfer arbitrary number of files
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Introduction

« The method

e Use WinSCP in proxy mode
» Show you every step in great detail

* You can follow along
Have laptop
Can connect to a Goddard wireless network

Have valid NCCS login credentials
— for Discover, Dirac

Have your NASA SecurlD token

For WinSCP proxy transfers you are
« automatically auuthorized to use the NCCS Bastion Proxy Service
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What do | need for proxy mode and WinSCP?

« Access to desired NCCS host(s)

* RSA SecurlID token or soft token on smart phone
» LDAP user id/password

* WinSCP

* Windows GUI secure file transfer utility

 PUlTyY

* has plink.exe, WinSCP needs it
» ssh replacement for windows
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Install WinSCP and PuTTY

« Install winscp
https://winscp.net/eng/download.php

« Install PuTTY (get the Windows installer!)
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
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Install WinSCP

1 WinSCP

[ ‘ Free SFTF, SCP and FTP client for Windows

Home News Introduction Download

Install

WiInSCP 5.13 Download
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Install PUTTY

'
Package files

You probably want one of these. They include all the PuTTY utilities.

(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

MSI (“Windows Installer?)
32-bit: putty-0.70-installer.msi (or by FTP) (
64-bit: putty-64bit-0.70-installer.msi (or b_,' FTP)

>

Install the 64 bit version
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WinSCP installation notes

« Choose typical instead of custom

« Commander interface (explorer interface)
» Left pane: directory on your computer
» Right pane: directory on the (remote) host
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Commander interface

B

Local Mark Files Commands Session Options Remote Help

[f] & L3 Synchronize 2 [ @& 57 Queue -
& george [ New Session
o — SRR AR--

| My documents

4 New ~
C:\Users\gfekete\Documents\
Name Size Type Changed
el o Parent directory 5/4/2018

<

0Bof0Bin0of D
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Transfer Settings Default .

gfekete - =

(]
e — |

/gpfsm/dhome/gfekete/
Name

1211533 F | i) o

4.0

aaron
allinea
AWSmetrics
bin

clk

data
Desktop
develop

etc
>

4 hidden 0B of 7.16 MB in 0 of 154

<

for Climate Simulation

1 0 ) @& [C FindFiles | Ty

\d

4 New +

Size Changed
4/30/2018 10:50:20 AM
10/6/2011 3:39:21 PM
3/17/2015 3:45:34 PM
6/29/2016 11:2%:50 AM
9/27/2016 10:36:10 AM
4/15/2015 2:57:34 PM
2/18/2014 11:03:55 PM
1/30/2012 5:27:53 PM
10/20/2016 12:36:55 PM
3/31/2014 12:52:53 PM
5/1/2017 3:26:15 PM

[+]

PWKr=Xr-x
FWXr=xr=x
FWXr=xr=x
FWXr=Xr=x
FWXr=Xr=x
FWXr=Xr-x
FWXr=Xr=x
FPWXr=Xr=x
FPWXr=Xr=x
FPWXF=Xr=x

PWXr=Xr-x

>

68 hidden
0:01:19

~

v




How can make sure | have authorization for proxy
services ?

run the following command on any system in NCCS

$ ldapsearch -x uid=your userid

authorizedService: login-dirac
authorizedService: login-discover

Look for
authorizedService in the
long list returned by
|dapsearch
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Before using WinSCP

Checklist
* WinSCP installed q
« PUTTY installed ) or any host in

WinSCP

NCCS

Gather information

e user name
* hostname, e.g. discover.nccs.nasa.gov

« proxy host name: login.nccs.nasa.gov

the one
bastion
host
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Start WinSCP

Login panel
enter

* Host name discover.nccs.nasa.gov
« User name

DO NOT ENTER Password

Proxy panel

select Proxy type = local

enter
» Local proxy command
* Proxy host name login.nccs.nasa.gov
« User name (again)

DO NOT ENTER Password (not yet)
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WinSCP Login panel

&1 Login — X
& NewSite Session
bl discover Eile protocol: 3
1. discover.nccs.nasa.gov
SFTP v
Host name: Port number:
| T
User name: W 2. userid
| —N |
Save v Advanced... |v
3. click here to get to
Proxy panel
Tools hd Manage hd ) Close Help
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WinSCP Proxy panel through Advanced Site Settings

Adu_fanced Site Settings _ _7 _ X
‘ Some fields may be
Environment Proxy o .
Diractories N - 9 disabled until proxy
E;c';cle bin Proxy host name: command is
Shell ‘logln.nccs.nasa.gov prope r|y filled
Lonnecton User name:
‘gfekete
2. Enter proxy
Autodetect

command first!
(see next slide)

Proxy settings

Local proxy command:

"C:\.'\Program Files\\PUTTY\\plink,exe” pw %epass 4 Yout Browse., .,
patterns 3. proxy host name
[ ] consider proxying local host connections \
and user name next
Do DNS name lookup at proxy end: Yes
1. Select Prox
Y 4. select "Local"
Color hd QK Cancel Help
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WinSCP Proxy command: details

Proxy seftings Make sure the following are right:
Local proxy command:  proper pathname for plink.exe
"C:A\\Program Files"\PuTTY\\plink exe" pw Browse... ’ . position of double quotes

pattems

------ e two backslashes everywhere

T —

"C:\\Program Files\\PuITY\\plink.exe" -pw %pass -l %user %proxyhost direct %host

symbol meaning

%pass password from panel

%user user name from panel
%proxyhost you guessed it!

%host hostname from session panel
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\ O ok O



WinSCP Proxy command: details

Proxy

Proxy type: Local v

%proxyhost }

p
Proxy

%user J
Proxy type: Local

Proxy host name:

[ %pass } User name:
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command

a disabled field is enabled as
soon as you type the
appropriate

%symbol

Password:
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Save your WinSCP configuration (aka “session”)

Default name for your session is userid@hostname, but you can

give it any name you like

&1 Login
G New Site Session
[l discover File protocol:
gl george SETP

Host name:

discover,nccs, nasa, gov

ser name:

gfekete

Save v

Password:

|

Cancel

Port number:

Advanced... |w

k Spring 2018 NASA Center for Climate Simulation
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Save your WinSCP configuration (aka “session”)

[ New Site Session
g discover File protocol:
eorge
&l georg SFTP v
Host name; Port number:
Save session as site ? » ‘ I 2218
Site name: rd:
|.- @discover.nccs.nasa,gov ‘ ’
Folder:
- Advanced.., |v
<none > ‘
IVE Passy ord (Not recomme! H1l'l‘j
[ ] Create desktop shortcut
oK Cancel Help
Tools - Manage hd Login |v Close Help
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Ready to connect to host

« Select your saved session from the Login panel
* Do not double-click! (that would start the login process)
« Click 'Edit’
« Navigate to 'Proxy’ panel as before
« Enter your fresh PASSCODE in the Password field in the Proxy
panel (NOT the Login panel!) &
» PIN+6digits -or- &
« 8 digits from smartphone token |
* The following 3 must be done quickly, else your PASSCODE
may time out:
» click "OK"
 click "Save”
* click "Login”

« Be ready to provide your LDAP password
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WinSCP displays NASA login banner

nammnan LLoavianrma

Authentication Banner - discover X

This U.S, Government resource is for authorized users only, By
aAccessing

this system you are consenting to complete monitoring with no
expectation

of privacy., Unauthorized access or use may subject you to
disciplinary

action and criminal prosecution,

[ INever show this banner again &Conﬁnue) Help

l" T —
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Provide your password

I hanfAad Ll _NRlama
Server prompt - discover X
Searching for host...
I 1;1 ’
Connecting to host..,

Authenticating...

Using username "gfekete”,

Using keyboard-interactive authentication,

Password:

oK Cancel Help
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Possible one-time event (first use)

' Warning @

The server's host key was not found in the cache. You have no guarantee that the server is the computer you think it is.

The server's rsa2 key fingerprint is:
ssh1sa 1024 05:85.dd:.d2f7b8b7:38:1411:92. 7:24:5d:05:4c

If you trust this host, press Yes. To connect without adding host key to the cache, press No. To abandon the connection press Cancel.

Continue connecting and add host key to the cache?

B ——
Yes No H Cancel H Copy Key H Help

o
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Possible one-time failures

r !

gfekete@discover.nccs.nasa.gov eX

Searching for host...
Connecting to host...

Server unexpectedly closed network connection

Login with PuTTY first

", spring 2018 ‘ NASA Center for Climate Simulation
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PuTTY Configuration

Category:
=3 Session Basic options for your PuTTY session
Tt" Foglging Specify the destination you want to connect to
=+ Temmina : |
. Keyboard Host Name (or IP address) Port
. Bell Ilogin.nccs.nasa.gov ‘ |22 l
Features C_onnection type: ~ ~ ~
= Window (JRaw (U Telnet () Rlogin (®SSH () Seral
Appearance Load, save or delete a stored session
Behaviour
Translation Saved Sessions
Selection l
Colours Default Settings Load
=] Connection =
Data Save
Proxy
Telnet Delete
Rlogin
- SSH
Serial Close window on ext: ~
(JAways () Never (® Only on clean exit
About Help Qpen Cancel

", spring 2018 NASA Center for Climate Simulation
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First-time login with PUTTY

PuTTY Security Alert @

The server's host key is not cached in the registry. You
! % have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1024 £1:12:60:¢2:90:50:9e:5a:18:5b:54:f0:4:25:6b:60

If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the

connection.

{ ves ;]| No || Cancel ||  Help
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Successful WinSCP connection

B &= G Synchronize Bl @ [ 8% 5 Queue - Transfer Settings Default - -

Local Mark Files Commands Session Options Remote Help

& george [ New Session

| My documents - = BRM& T etc - = 4= - & 2 @ & | [, Find Files | T
£49 New ~ £F New~ “[#] [-] W]

Ci\Users\gfekete\Documents\ fete/

Name ’ Size Type Changed Name Size Changed Rights Own A

el o Parent directory 5/4/2018 1211533 PM f o 3/10/2018 3:02:37 PM PWXF=XF=X root
acpi 12/28/2013 5:00:53 PM FWXF=XF=X root
aliases.d 5/5/2010 10:04:57 AM FWXF=XI=X root
alternatives 8/4/2017 4:15:56 PM PWXF=XT=X root
ant.d 8/2/2017 12:04:00 PM PWXF=XF=X root
apachel 10/14/2014 12:06:01 PM FWXF=X=X root
apparmor.d 1/5/2014 3:28:56 PM PWXF=XF=X root
audisp 12/28/2013 5:00:52 PM PWXF=X=== root
audit 12/28/2013 5:00:52 PM PWXF=X=== root
autoinstall 3/11/2014 9:34:22 PM PWX====== root
avahi 12/8/2014 5:34:44 PM FWXE=XF=X root
bhack cmmsmlabine RM2/N1T 17,922,177 NAA I LRI b v

< >

0Bof0Bin0of 0 4 hidden 0B of 507 MB in 0 of 353

@ SFTP-3
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