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Introduction
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* This updated version of the setup guide configures Putty to launch automatically with and
from WinSCP

* Either regular or CAC version of Putty must be installed

— Latest version HIGHLY recommended
e Putty: Download PuTTY: latest release (0.79) (greenend.org.uk)

e Putty CAC: GitHub - NoMoreFood/putty-cac: Windows Secure Shell Client With Support For Smart Cards,
Certificates, & FIDO Keys

* No separate Putty configuration is necessary


https://www.chiark.greenend.org.uk/%7Esgtatham/putty/latest.html
https://github.com/NoMoreFood/putty-cac

Configure Pageant
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* |n order for WinSCP to work with the PIV card,
pageant must be running and the CAPI cert for the

Mew Session
smartcard must be loaded. To make this happen, Saved Sessions >
let’s first configure pageant: View Keys & Certs
1. Launch pageant Add PuTTY Key
) o ] i E s Add PuTTY Key (Encrypted)
* Finditin the Start menu or press the Windows key Add CAPI Cert
) 1:00 PM
and type “pageant” NP s M Add PKCS Cert
2. Find it in the system tray on the bottom right of Add FIDO Key
the task bar 3 | v Autoload Certs & Keys

Remember Certs & Keys
Force PIM Caching

Cert & Key Auth Prompting
3. Rightclick on it and check “Autoload Certs and e Froers B fleweT Tav

Keys” or “Autoload Certs” depending on version Filter: Trusted Certs
Filter: No Expired Certs

* Looks like an old computer with a black hat
* May have to expand the triangle

Remove All Keys
Re-encrypt All Keys

Help
About

Exit
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Launch Pageant at Startup

* Now we want pageant to start automatically
whenever the machine is rebooted

1. Open Windows Explorer and navigate to
C:\Program Files\PuTTY\
* Keep this Windows Explorer window open

2. Press the Windows Key + R to open the “Run”
dialog. Type “shell:startup” without the quote
marks
e This will open the folder Windows uses to launch

applications at startup

3. While holding the Alt key, drag pageant.exe from

its folder to the Startup folder

* This will create a link (shortcut) to pageant in the
Startup folder

l This PC Windows (C:) Program Files PuTTY

Name ~ Date modified Type

10/30/2022 10:52 AM File
11/6/2022 8:55 AM

B LcENCE

L. pageantexe

Application

Run X

= Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

2| oper: | EEETERNG v

Cancel Browse...

Microsoft * Windows » Start Menu Programs *> Startup

Name B Date modified Type

[ pageantexe 311:50 AM Shortcut
[ﬂ- Send to OneMote /26/2023 6:19 PM Shortcut




Configure WinSCP
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w, Login - X Advanced Site Settings ? X

b La U nCh Wi nSCP ]1 ‘;ﬁ New Site Session Environment Connection

1 S | N S. f h . |, B Development 2 SSH Keys Eile protocol: girectlnris.s Passive mode

. elect New It('E rom the session list SFTR hd ---Engyptmn [] optimize connection buffer size
2.  Host name: “discover- 9 Hostrame: port e o —

naStra N.nccs.nasa 'gov” |d‘Scuver'”ama”-”CCS-”ESE-QU" 2 ‘ ‘ 6‘ C:Uﬂﬂeit;ﬂﬂ Server response timeout: 7 seconds
. User name: Password: -

3. Enter your discover username 3 [maiierma — Fees | o Keepaiies
4. Enter your discover password 16 s I+ S| ravenceds v - Key exchange ® o
5 C|ick ”Advanced" Bugs (O sending of null SSH packets

* Note (O Executing dummy protocol commands
6. Click “Connection” | N 02
7' Set TlmeOUts to 45 sec v Internet protocol version
8. Click on Authentication o ®auo O Oms
9.

k "
Check the boxes shown Tos v TR 18 Close Help H
. §h0w Login dialog on startup and when the last sessi closed
10. Click on Proxy
11. Set Proxy type to Local Advanced Ste Setines ? X | |Advanced Site Setiings | ? X

. Environment | Proxv Environment | [ |Bypass authentication entirely
12. Enter the following Local Proxy Directaries 11 proe type: = B -~ Directories : :
. - Regycle bin - ~Recycle bin Authentication options
comma nd . - Encryption ! Proxy host name: Encryption [] Attempt authentication using Pageant
"C:\\Program FiIeS\\PUTTY\\plink.exe" -1 %user EE:T 13 |I0gm.nccs.r|asa.gov sl EE;T 9 [#] Attempt 'keyboard-interactive' authentication
%proxyhost d|rect %hOSt 10 ‘ | ’:T”‘P”‘?’:'Zi?"‘ 14 |Q59;kﬂam9! ‘i””;;:;“” [] Respond with a password to the first prompt
. . . - PrOXy makkerma
NOTE: Fields 13 and 14 will be grayed out until unner - Tunnel authentcaton parameters
1 SSH S5H

Step 12 IS completed - Key exchange LLET T Yoy orchange DAIIUW agent forwarding

13. Enter login.nccs.nasa.gov pubentctr ey sttngs 8 At Prvte key fil:
Note Local proxy command: MNote ‘
14. Enter M Use I"na me 12 |"C:\\Prugram Files\\PuTTY\\plink.exe" -l %auser %proxyhc Browse... o — -
15. Click “OK” patterns = =
. nsider proxying local host connections GSSAPL
16. Click “Save” Lcone
y " . Do DNS name lookup at proxy end: Auto ~ [] Attempt GSSAPI authentication
17. Check the “Save Password” box and click BT e e e
OK in the presented dialog < |

18. Login into the saved session

. Enter the PIV PIN

Color - 15 Cancel Help Color hd Cancel Help




Putty to Launch from ps
Environment External applications
| - - Interface .
: 4\ . - Window PUTTY/Terminal client path:
4 I n . Commander 3 %ProgramFiles%%\PuTTY\putty.exe
WIDE-FIELD INFRARED SURVEY TELESCOPE Explorer
ASTROPHYSICS * DARK ENERGY * EXOPLANETS b % 8 ----Languages ,,,,,,
- Panels [“]Remember session password and pass it to PUTTY (SSH)
"B, Legin o x - File colors o !
° La u n Ch Wi nSCP ‘E — cocdon . Remote Open Telnet sessions in PUTTY for FTP sessions
; Development 2 SSH Keys Eile pratocol: E;I.;tLUDr'Csal 4 [] Automatically gpen new sessions in PUTTY
1. Select Tools > Preferences - — o GO T regitny ko
2. CliCk On Applications Host name: Port number: T:ﬁ;i&gr& Drop S I T A Y e
3. Confirm that the path to Putty is correct. (e ke g I 2| Sackground
If not, use the Browse button to find it. s Hﬁ"‘ifﬁ’mmm ||| ek
4. Configure the other check-boxes as 7] e 8 | Advanced
shown
* NOTE: If you don’t want Putty to launch Storage
automatically, don’t check the last box Updates
5. Click “OK” to save the preferences
6. Select the session saved on the previous
a e p Tools hd Manace hd 12 Login ‘v Close Help
p .g “ . L Manage ¥ |sion is closed 5 Cancel Help
7. C||Ck Ed't Import Sites... st sec - - N )
8 C||Ck ”Advanced" Import/Restore Configuration... o ” ‘
| . « . ” Export/Backup Configuration... ‘ | Environment Server environment
9, Cl'ck on EnVl ron ment 1 Clean Up... ;;:;J; ;;i; End-of-line characters (if not indicated by server): LF >
10. The default Putty window is rather small I': E”m; ~Eneyoron UTF-8 encoding for filenames: Ao v
— | like @ much bigger one, 180 columns x Check for Updates - shell L =
. . . U Connection etect automatically
48 rows. Set your own favorite size using - Proxy perect automaticall
the SyntaX ShOWﬂ. S;.S.H-rumd [C]Trim vMs version numbers
. NOTE: this box will be grayed out if there ey exchonge Daylight saving fime
is a Putty session with the same name as . Bugs @ Adjust remote timestamp to local conventions
the WinSCP session. In this case, rename Note O Adjust remote timestamp with DST
one or the Other. “ ” Preserve remote timestamp
*  Torename the WinSCP session 11. Press “OK ey
—  Press the “OK” button (11) — The number 7 “Edit” button in the PUTTY tarminal catringe:
—  Press “Save” button (7) original Login dialog is replaced by the 10 fremui=1s0 Tarmeighi=s
- Right click on the session name (6) “Save” button. Press it. Edit in PUTTY...
and select “Rename” . . . .
.7 f. the Putty window size. start 12. Click “Login” — this will now open a
O contigure the FUtty window size, star WinSCP session and a Putty session
over with step 7 above — 6
Color - 11 Cancel Help
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To open additional Putty

windows,

“Open in PUTTY” from
the Menu Bar or

Click the
corresponding button
in the tool-bar

NOTE: Preferences
configured on the
previous page can also
be accessed through
“Options”
“Preferences” on the
Menu Bar

— Putty window size
configuration cannot
be accessed this way

Choose “Commands” >

iscover DIV SmanCard — WinSCP

Local Mark Files |Commands | Tabs Options Remote Help

P B8 Compare Directories

- E: EVO Plus

E\PhaseC\Cy3.1\z_A jma

B.
I Distortions
% C3p1v3_SIHtRoll

B Dist_Phc_cy3piv>

’35. STOP_Scri;i)‘cs_\/rZ.4 Open in PuTTY Ctrl+P

KT TEMPs_PhC_Cy3p

'lj Keep Remote Directory up to Date...
BB Synchronize...

] Synchronize Browsing

B Find Files..

@ Quit

ENE - F ECO -

Shift+F2
Ctrl+U
Ctrl+S

Ctrl+Alt+B
Alt+F7
Queue

Static Custom Commands

Open Terminal Shift+Ctrl+T

Clear Caches

F10

3

3

Default

& -

Launch Putty from WinSCP

h o h T -'
lot_Roll_Y36_X-15_to_Y36_X15_SC_MLI_02\

14 KB
1,401,572 KB
118 KB

2 KB

0Bof133GBin0of5

Type

Parent direci
File folder
DAT File
Compressed
Microsoft Ex
TAB File

W C3p1

n(J!.- T -igl- |- u‘rﬁi'.' BERE

fgpfsm/dnb11/jwst/makkerma/WFIRST/C3p1/

Name

B

W AH

W cGl_221115

W CGI_CHUNK_2

B CGI_CHUNKED
W Common

W DAC_12e_221120
M Dividers

M Hamess_221115
M HGAS_ 220316
M IC_CHUNKED

W IC v4pD 220408
| N3

W 104_220231

MW LS5 210330

W LLVIS_210408

M LLvIS_220303

M LLVIS_CHUNKED
W OBARev12r7_IM_220503

0B of 429 MB in 0 of 46

Size | Changed

1/13/2023 4:14:19 PM
6/23/2023 3:10:31 PM
4/24/2023 4:23:49 PM
5/3/2023 6:06:29 PM
5/4/2023 1:20:11 PM
4/24/2023 4:24:19 PM
12/20/2022 12:32:16 PM
12/20/2022 12:32:16 PM
1/18/2023 3:56:29 PM
12/20/2022 12:32:16 PM
5/2/2023 5:14:51 PM
5/2/2023 2:28:30 PM
3/6/2023 3:55:37 PM
4/24/2023 4:24:09 PM
12/20/2022 12:32:18 PM
2/14/2023 5:20:19 PM
12/20/2022 12:32:18 PM
5/2/2023 5:14:14 PM
12/20/2022 12:32:18 PM

SFI-3 @ 04532

NOTE: If properly configured, Putty sessions launched from WinSCP should
not ask for server name or password — everything should be filled out
automatically. If this is not happening, you likely have Putty and WinSCP
sessions with the same name. Rename one or the other.



WIDE-FIELD INFRARED SURVEY TELESCOPE W
ASTROPHYSICS = DARK ENERGY = EXOPLANETS

Stand-Alone Putty CAC Setup
OBSOLETE

Provided only for traceability to previous version and for folks who
wish to run Putty without WinSCP
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Install Putty CAC

=’ Software Center

NASA OCIO Software Center
HJ

[ER Applications

& Updates

I3 Operating Systems
[™ Installation status

£¥ Options

All Required

- ‘ Sort by:

Application name: Ato Z ~

Filter: |A|I
&

QOrgPublisher OrgPublisher Web  Pidgin
PluginX Administration Pidgin
PeopleFluent PeopleFluent 213.0
11.15 1115

= - ]

| i y

PIV Card Update PivManUndo
3.0 | ActiviD CMS... ETADS

HID Global v2

54.0.185

‘ Search

Al

Power Bl Desktop} | PuTTY CAC
2.96.106.0 (x64) (} | 0.75.0.1 (64-bit)
Microsoft Simon Tatham
2.96.106.0 0.75.0.1
J )
# =

EUSO managed computers come with an App
called “Software Center”

Launch Software Center

— Press the Windows key and start typing
“Software Center”

Change sort order to “Application Name: A to
ZI)
Find PUuTTY CAC

— Can also use the Search box in the upper right
Click on it and install

— NOTE: Software Center will install Putty CAC in
C:\Program Files\PuTTY. If your existing
installation is in this directory, you don’t need
to do anything — it will be over-written. If you
have a previous installation elsewhere,
uninstall it first to avoid confusion

* To uninstall, press the Windows key, type “Add
or”, select “Add or Remove Programs”, find

Putty on the list, click on it, and select
“Uninstall”

* This may require the dreaded Elevated
Privileges... ®




Configure Putty
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* La un Ch P Utty &2 PUTTY Configuration ? * Windews Security
. L c . PuTTY: Select Certificate Or Key
* Find itin the Start Menu or type ategory:
7, ” . . = --T_E!H'T'III"IEI| ~ Options controlling certificate / key authentication Please select the certificate or key identifier that you would like to
Putty afte r p reSSI ng the WI n d OWS : Authentication methods zstmr:uthenticaIWC;n t(;the rt?mot:_ts_ystten:. For FIDO ::;ys,k
u a5 generated a dynamic certincate o represen ne Key
key ‘2 [v] Attempt certificate [ key authentication within PuTTY.
. = Window MNote: Enabling certificate [ key authentication will override Authentication - michael akkerman (affiliate)
1_ Under Connectlon expand the SSH - Appearance any PuTTY key file under the 'Auth’ tab. This setting has no ] - .
4 s ) Behaviour effectwhen using pageant Issuer: NASA Cperational CA
' Translat Valid From: 5/3/2022 to 5/2/2025
section and click on “Certificate - Transaton Ahentcaton parameters s From:5/3/2022 10
2. Check the “Att t tificat k - Colours ‘4 SetCAPI Cert Clear Selected
. Check the “Attempt certificate / key o Colours :
1 i ” -~ Data SetPKCS Cert. View Selected
a u t h e nt I Cat I o n bOX F’roxy = uthentication - Damilola Olawoye (affiliate)
. —.S5H SetFIDO Key... |SSL-IEI': NASA O?erationa\ ;A .
3 . | nsert yo ur P | V ca rd into yo ur 1 - Kex Valid From: 12/30/2020 to 12/30/2023
--Hostkeys
e Salected th borint Authentication - michael akkerman (affiliate)
CompUter or reader Clper eeck . Issuer: NASA Operational CA
g3} Cerificate] CAPI6e78d25ba08ac309d 7063117675 74e8adecd1c3 e
H “ ” - Auth
4. Click “Set CAPI Cert
X1 Authorized Keys file value:
5. Select your certificate Tunnels Copy Ta Cipboard
- Bugs
a. If the shown certificate is yours, “Morebugs v
click on it to select About Help Cancel

b. Otherwise, click on “More choices”

c. Select the certificate with your
name

6. Click “OK”

10



Configure Putty (Cont’d)
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7. CIle on ”SGSSiOh" ﬁ PUTTY Configuration ? *
“ . Category:
In the HOSt Name (or IP addFESS) fleldl 7| B -~ Basic options foryour PuTTY session
e nte r [{|Terl|:r:)|ag:ng Specify the destination you want to connectto
. - Keyboard Host Name (or IP address) Port
YourUserName@Iogin.nccs.nasa.gov Bl 8 makieima@loginnccs nasa.gov |22
. . Eluw-i-aneoe‘lLures Connection type:
9. Give your session a name . Appearance @ssH  OSefial  (OOther | Telnet =
.. Behavi
10. Save the SeSSiO n TrE!anasT_IEﬁiLclnrn Load. save Ofdelete a stored session
[#-Selection 9 Saved Sessions
11. Open the session & Comesaon [PIVNCCS Big |
.. Data DefauItS_ettings ~ ‘ r Load
«  Enter your PIV PIN Gy N NCCS Lis 10 s
. . e K Non@ D_evelopment =
. In the Putty terminal window, at the Host: BESEEETS 5 ----H?));tkeys E&"I‘\E‘EHS“%Q Delete
. - Cipher -
prompt, type discover-nastran £ PIVNCCS Big B Certiicate PIVNCCS Litle -
[+ Auth
. Recent Sessions Cl ind xXit:
¢ At the Password' promptl enter you NCCS = . ;.T(:|r1Y C;;Evgl:s > O(r%)e:.llever (@ Only on clean exit
passwo rd ERARRIGES e - Tunnels v
. . & NCCs Big About Help 11 _ Cancel
12. For easier access in the future e
a. Right-click on Putty in the Taskbar 5 Run Pageant

Run PuTTYgen

b. Pinyour session to the Taskbar

AR

Unpin from taskbar

Close window

11



SPECIAL USE CASE

Start Pageant with Specified Private SSH Keys

If you don’t know what this, you don’t need it.

12



SPECIAL USE CASE

VNITITX D 1\ B Start Pageant with Specified Private SSH Keys
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 |If all you are trying to do is set up WinSCP, please skip this slide

* For for folks who need to load additional SSH Keys into their pageant session, such as those using Git on 448share
that was not configured directly through Tortoise Git, please follow the instructions below

4. Right-click on the pageant shortcut created in the Startup folder using instructions on the previous page
*  Select “Properties”

5. Onthe “Shortcut” tab, in the “Target” field, after the pageant.exe statement, add the following:

*  --encrypted “full_path\private_key that_you want_to_load.ppk“
— E.g., in my case, the Target field would look like:
"C:\Program Files\PuTTY\pageant.exe" --encrypted "C:\Users\makkerma\Documents\Software\PuTTY_Private_Key_for_wfirst-im_Git.ppk”

— --encrypted loads the private key without asking for the pass-phrase at startup. Pageant will ask for the pass-phrase when the private key is used, such as when
Pushing or Pulling in Git. If --encrypted is omitted, the pass-phrase will be requested at Windows startup.

— The dialog for the pass-phrase may not come to the fore-ground. If that happens, switch to it using the Task Bar.

*  Multiple ppks may be listed in series
6. Click “OK”
NOTE: The CAPI cert may also be loaded this way, instead of via “Autoload Certs and Keys”. To do that, you will need the ID of the
cert. To get it:

* With Pageant running, right-click on its icon in the System Tray and select “View Keys and Certs”

* Select the cert with your name and push the “Copy to Clipboard” button at the bottom of the window

* Paste into a text editor

* Copy the string that begins with CAPI: followed by a bunch of numbers and letters

* Paste this string into the Target field of the pageant shortcut as described in Step 5 above

* E.g., mine looks like this:

"C:\Program Files\PuTTY\pageant.exe" CAPI:f6e78d25ba08ac309d70631f767574e8adecd1c3 --encrypted
"C:\Users\makkerma\Documents\Software\PuTTY_Private_Key for_wfirst-im_Git.ppk"

13
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